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1
SYSTEMS AND METHODS FOR
DETERMINING COMPLIANCE OF
REFERENCES IN A WEBSITE

FIELD OF THE INVENTION

This invention relates to network and website security.

BACKGROUND OF THE INVENTION

Ina computing network and related systems, a blacklist can
be used to list network locations that a website or web appli-
cation is prevented from linking to or accessing. In exemplary
situations, the website or web application can comprise ref-
erences to other network locations, and a system can compare
a uniform resource locator (URL), domain, or similar refer-
ence of the network locations to network locations on the
blacklist. If the reference of the network location matches a
network location on the blacklist, then the website or web
application will be deemed to not comply with the blacklist
and content from the network location will not be accessed
via the network. Blacklisting can be useful for blocking
access to network locations that are known to be malicious
and/or unsecured, or that facilitate the installation or the
spread of spyware, malware, viruses, and/or the like. Further,
the blacklisting approach can protect networks from security
breaches, hacks, network attacks, and/or the like.

Blacklisting, however, can be atedious or even futile effort.
In particular, every day new malicious or otherwise poten-
tially harmful network locations appear that need to be
included on a blacklist. A manager or overseer of the blacklist
normally does not include a network location on the blacklist
until the manager knows of the network location and/or
knows that the network location belongs on the blacklist,
which can take time. Therefore, the malicious website can
pose a security concern because the network location can be
accessed by or embedded in websites or web applications
prior to the network location being added to the blacklist.
Further, a blacklist that constantly updates with new mali-
cious network locations not only will be infinitely large but
will likely never be up to date with all current malicious sites.

A need, therefore, exists for a network administrator to
allow websites and web applications to comprise references
to only network locations that are known to be harmless or
otherwise approved for access. Further, a need exists for a
listing of network locations that is not exceedingly large or in
need of constant updating.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in
and constitute a part of this specification, illustrate embodi-
ments of the disclosure and together with the description,
serve to explain the principles ofthe disclosure. In the figures:

FIG. 1 is block diagram of an exemplary environment in
which a compliance tool can analyze the compliance of con-
tent on a website or web application, according to various
embodiments.

FIG. 2 is a block diagram of an exemplary configuration of
a compliance tool, according to various embodiments.

FIG. 3 is an exemplary diagram of interfaces generated by
the compliance tool for providing reports, according to vari-
ous embodiments.

FIG. 41is a flow diagram of exemplary processes performed
by the compliance tool, according to various embodiments.

FIG. 5 is a block diagram of an exemplary computing
system, according to various embodiments.
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It should be noted that some details of the drawings have
been simplified and are drawn to facilitate understanding of
the embodiments rather than to maintain strict structural
accuracy, detail, and scale.

DESCRIPTION OF THE EMBODIMENTS

For simplicity and illustrative purposes, the principles of
the present teachings are described by referring mainly to
exemplary embodiments thereof. However, one of ordinary
skill in the art would readily recognize that the same prin-
ciples are equally applicable to, and can be implemented in,
all types of information and systems, and that any such varia-
tions do not depart from the true spirit and scope of the present
teachings. Moreover, in the following detailed description,
references are made to the accompanying figures, which illus-
trate specific exemplary embodiments. Electrical, mechani-
cal, logical and structural changes may be made to the exem-
plary embodiments without departing from the spirit and
scope of the present teachings. The following detailed
description is, therefore, not to be taken in a limiting sense
and the scope of the present teachings is defined by the
appended claims and their equivalents.

Embodiments of the present teachings relate to systems
and methods for determining compliance of content in a
website or web application. In particular, an owner or admin-
istrator of a website or web application can desire to deter-
mine if data content associated with the website or web appli-
cation is harmful or malicious to the website or web
application, or to users accessing the data content. A compli-
ance tool can interface with a server hosting the website or
web application to scan data associated with the website or
web application for indications of references to network loca-
tions. As understood herein, the references to network loca-
tions can be links to or associations with websites and web
applications, file-transfer protocol (FTP) sites, internal
domain locations, remote servers or repositories, and the like.
It should be appreciated that the references to the network
locations can be external to the website or web application, or
local to the website or web application. The compliance tool
can store one or more rules that can be used to determine
whether the references to the network locations are approved.
The rules can comprise a compliance with an approved list or
“whitelist” of allowed references to network locations, cryp-
tographic validation that the entity hosting content containing
the references to the network locations possesses a valid
certificate from a certificate authority approved to embed or
link the content, validation of content directed to by the ref-
erences to the network location, and the like. In embodiments,
systems and methods can validate certificates of various pro-
tocols, such as secure socket layer (SSL), domain name sys-
tem security extensions (DNSSEC), and others. In one
example, the whitelist can comprise a list of one or more
references to approved network locations. For example, the
whitelist can comprise a list of approved URLs, embeds,
domains, URL patterns, file extensions, file types, and/or
combinations thereof. In embodiments, the compliance tool
can extract references to network locations contained in web-
sites and web applications from the websites or web applica-
tions. In embodiments, the compliance tool can compare the
extracted references to the network locations contained in the
websites or web applications to the one or more rules to
determine compliance with the one or more rules. Upon com-
parison, if a reference from the extracted network locations
contained in the websites or web applications does not match
a whitelist entry or does not comply with the one or more
rules, the compliance tool can flag the reference as a violation.
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To determine compliance, the compliance tool can be con-
figured to generate an enumerated list of references contained
in a website or web application. For example, a scan module
associated with the compliance tool can be configured to scan
and compile data associated with the website or web appli-
cation to generate the enumerated list. In embodiments, the
scan module can automatically or manually compile the enu-
merated list. For example, the scan module can be configured
as a “crawler” that can traverse a website or web application,
a static source code analyzer that can analyze source code of
the website or web application, and/or a binary code analyzer
which can analyze compiled binary code or bytecode of the
website or web application.

In embodiments, the enumerated list can be generated by a
remote or external service or system separate from the com-
pliance tool, and the remotely generated enumerated list can
be stored in a remote or external database. The compliance
tool can access the remotely generated enumerated list from
the external database or the external source. In embodiments,
the compliance tool can be implemented as a software appli-
cation that can be utilized directly by users. Further, in
embodiments, the methods as described herein can be deliv-
ered by the compliance tool as an online service. Further, in
embodiments, the compliance tool as described herein can be
delivered as a software as a service (SaaS) model.

The compliance tool can compile and output a report indi-
cating whether the references to the network locations
extracted from the websites and web applications comply
with the one or more rules. The report can be a detailed listing
of'the references identified in data content associated with the
website or web application, along with a compliance status of
each of the references. The compliance tool can be configured
to remove references from the website or web application
data that do not comply with the one or more rules. Further, an
owner or administrator of the website or web application can
request to add one or more references to a whitelist associated
with the one or more rules. In embodiments, the compliance
tool can automatically or manually register violations with a
firewall such as a web application firewall (WAF). In embodi-
ments, the WAF can block connection attempts to network
locations that contain references registered with the WAF or
are otherwise in violation of the rules (e.g. the whitelist).

FIG. 1 illustrates an exemplary environment 100 in which
a compliance tool 102 associated with a server 108 can
receive a request to scan data associated with a website or web
application for references to non-complying network loca-
tions. While FIG. 1 illustrates various systems contained in
the environment 100, one skilled in the art will realize that
these systems are exemplary and that the environment 100
can include any number and type of systems.

As illustrated in FIG. 1, the server 108 of the environment
100 can be associated with systems of public or private enti-
ties, such as governmental agencies, individuals, businesses,
partnerships, companies, corporations, etc. The server 108
can host and/or serve one or more websites or web applica-
tions of the public or private entities that are accessible to
users through a network 106 such as the Internet. Further, the
server 108 can receive requests from one or more clients 104
to access the website or web application. As illustrated in FIG.
1, the requests can be received directly from the clients 104 or
indirectly via the network 106. The clients 104 and or server
108 can be any type of conventional computing systems, such
as desktops, laptops, servers, etc. The clients 104 and/or sever
108 can include hardware resources, such as processors,
memory, network hardware, storage devices, and the like, and
software resources, such as operating systems (OS), applica-
tion programs, and the like. Further, the clients 104 and/or
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server 108 can be located at any location relative to each other
and the other components of the environment 100, and can be
accessed by any user, operator, administrator, owner, and the
like.

The server 108 can host websites, webpages, web applica-
tions, forums, chat engines, and the like that are accessible to
users of the clients 104. In embodiments, the server 108 can
deliver websites or web applications to the clients 104 via
Hypertext Transfer Protocol (HTTP) and other conventional
delivery methods. The websites or web applications can com-
prise content found in HTML documents, such as images,
style sheets, and JavaScripts. Further, web applications can be
rich internet applications (RIAs) developed in technologies
such as Adobe Flash®, Adobe Flex®, SilverLight®, Jav-
aFX®, and other technologies, as well as hyperlink-aware
multimedia formats such as interactive or streaming videos
and music, or PDFs or Word® documents containing hyper-
links. In embodiments, the HTTP protocol can provide for
“HTTP redirection” in which the hyperlink can be provided
by the server 108 in a “protocol envelope” of the response. In
embodiments, the systems and methods can detect such redi-
rections and implement the determination of compliance of
the redirections, as discussed herein.

In embodiments, the websites or web applications can
allow users of the websites or web applications to embed
references to network locations in postings. As understood
herein, the references to network locations can be links to or
associations with websites and web applications, file-transfer
protocol (FTP) sites, internal domain locations, remote serv-
ers or repositories, and the like. It should be appreciated that
the references to the network locations can be external to the
website or web application, or local to the website or web
application. For instance, if the website is a forum, a user can
respond to a specific post in the forum by providing a hyper-
link to an external website such that other users can select the
hyperlink and connect to the external website. Further, for
instance, a user can maintain a website or web application
hosted by the server 108, such as a weblog, in which the user
can provide references to other websites that other users can
select when accessing the website. In embodiments, refer-
ences to network locations can be embedded by an owner or
operator associated with the websites or web applications. It
should be appreciated that other types of websites or web
applications, as well as methods of referencing, linking,
embedding, or otherwise providing references to external
network content in the websites or web applications, are
contemplated.

In embodiments, a repository 110 can be configured to
interface with the compliance tool 102 and/or the server 108.
The repository 110 can be configured to store data associated
with one or more websites or web applications hosted and/or
served by the server 108. In embodiments, the stored data can
be associated with websites or web applications hosted by the
server 108. In embodiments, the stored data can be HTML
code, JavaScript references, image data, embedded refer-
ences, file extensions, file types, and other data commonly
associated with a website or web application. Further, in
embodiments, the stored data can be information that website
or web application users have provided to or posted on the
website or web application, such as, for example, responses in
a forum thread.

The compliance tool 102 can access, retrieve, and/or scan
website or web application data stored in the repository 110 to
determine if there are any references embedded or posted on
the website or web application that connect to network loca-
tions that can be malicious and/or unsecured, or that facilitate
the installation or the spread of spyware, malware, viruses,
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and/or the like. In embodiments, an owner or administrator of
a website or web application can submit a request to the
compliance tool 102 to have the website or web application
scanned. In embodiments, the compliance tool 102 can
access, retrieve, and/or scan data associated with a website
during any production phase. For instance, the compliance
tool 102 can access, retrieve, and/or scan data associated with
a website that is completed and live. Likewise, the compli-
ance tool 102 can access, retrieve, and/or scan data associated
with a website during a development phase of the website. For
example, the data can be accessed, retrieved, and/or scanned
as part of a quality assurance (QA) process that can be run in
a “staging environment,” and/or the compliance tool 102 can
be integrated into other website or rich internet application
(RIA) development tools.

In embodiments, the compliance tool 102 can be config-
ured to generate an enumerated list of references contained in
a website or web application. In embodiments, the enumer-
ated list can be automatically or manually compiled by a
“crawler” that can traverse the website or web application, a
static source code analyzer that can analyze source code of the
website or web application, and/or a binary code analyzer
which can analyze compiled binary code or bytecode of the
website or web application.

In embodiments, the enumerated list can be generated by a
remote or external service, and the remotely generated enu-
merated list can be stored in a remote or external database. For
example, the enumerated list can be generated by an external
source or service that can search websites or web applications
such as, for example, Google. The compliance tool 102 can
access the remotely generated enumerated list from the data-
base or another source, or via an application programming
interface (API) of the external source.

In embodiments, the compliance tool 102 can store and
maintain one or more rules that are used to determine if the
references contained in the website or web application data
are in compliance with the one or more rules. The compliance
tool 102 can compare the references in the enumerated list to
the one or more rules. In embodiments, a rule maintained by
compliance tool 102 can comprise an associated whitelist of
approved domains, URLs, URL patterns, file extensions, file
types, and the like that are known or approved to be safe,
secure, or otherwise not harmful to a client or user attempting
to access. For instance, if the domain google.com is on a list
of approved domains, then a reference to URLs within the
google.com domain in the scanned website or web applica-
tion data, such as, for example, mail.google.com and maps-
.google.com, can be deemed to comply with the rule of the
compliance tool 102. For further instance, if the URL http://
www.yahoo.com is on a list of approved URLs, then a refer-
ence to http://www.yahoo.com in the scanned website or web
application data can be deemed to comply with the rule of the
compliance tool 102.

In other embodiments, the compliance tool 102 can com-
prise a rule whereby connection to a network location via a
reference will be allowed only if the network location is in
possession of a key signed by an approved certificate author-
ity. In embodiments, the certificate authority can be main-
tained by the server or by another entity. For instance, if a
reference in the scanned website or web application data links
to a network location that has a key signed by a certificate
authority maintained by the server 108, then the reference can
be deemed to comply with the rule of the compliance tool
102. For further instance, the compliance tool 102 can com-
prise a rule whereby a reference should be directed to the
“www” version of a network location instead of directly to a
top-level domain. For example, a reference can direct to
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“www.rapid7.com” even though the reference can instead
indicate “rapid7.com.” It should be understood that other
various rules associated with the approval of references to
network locations are contemplated.

In other embodiments, the compliance tool 102 can com-
prise a rule whereby connection to a network location via a
reference will be allowed only if content (files, data, etc.),
which is directed to by the reference, is valid and safe. The
rule can specify that the compliance tool 102 retrieves the
content, which is directed to by the reference, analyzes the
content based on characteristics of the content, and validates
the content based on the analysis. For instance, the validation
can include analyzing the content to determine if the actual
content matches what is expected, for example, ifa file named
“report.pdf” is an actual PDF file or other type of file such as
an executable “.exe” file. The validation can include compar-
ing the content to known malicious content, such as known
viruses, Trojans, etc. Likewise, the validation can include
checking the content to determine if the content is safe, for
example, checking the content to determine if the content is
signed.

In embodiments, the compliance tool 102 can comprise a
plurality of rules dependent on a type of reference in the
scanned website or web application data. For instance, one
rule can specify that all embedded image references in the
scanned website or web application data are approved, and
another rule can specify that only embedded JavaScripts from
a specific JavaScript server within an entity are approved.
Further, in embodiments, the rules of the compliance tool 102
can be based on a hierarchical structure within an entity. For
instance, websites or web applications within a corporation,
government entity, or the like can have different access rights
or permissions depending on a level of the users trying to
access the websites or web applications. In embodiments, the
rules can take into account characteristics of local or remote
servers hosting content, characteristics of the references to
the network locations, the type of linking or embedding (e.g.
href, direct embedding, redirect embedding, etc.), and the
context in which the linking or embedding occurs (e.g. a
specific webpage or website, and/or where on the webpage or
website, etc.). It should be appreciated that other various rules
and combinations of rules regarding types of references and
access rights are contemplated.

The compliance tool 102 or other components associated
with the environment 100 can be configured to remove refer-
ences that do not comply with the one or more rules from the
website or web application data. For instance, if a non-com-
plying reference is posted in a forum, the compliance tool 102
can be configured to remove the reference so that the refer-
ence does not appear to users who access the forum. In
embodiments, the reference can be removed from the reposi-
tory 110. Further, in embodiments, the compliance tool 102
can provide an indication to users that the reference has been
removed. In embodiments, the server 108 can comprise a
firewall 116 that can be used to register violations with the one
or more rules. For example, the compliance tool 102 can
automatically or manually register violations with a firewall
such as a web application firewall (WAF). In embodiments,
the WAF can block connection attempts to network locations
that contain references registered with the WAF or are other-
wise in violation of the rules (e.g. the whitelist). It should be
appreciated, however, that the firewall 116 can be imple-
mented in any location within the environment 100.

In embodiments, once the compliance tool 102 compares
the references from the enumerated list to the one or more
rules, the compliance tool 102 can be configured to provide a
report 112 to a user or operator of the compliance tool 102,
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clients 104, and/or the server 108. The report 112 can be
configured to include the identified vulnerable or unapproved
references, identified safe or approved references, a risk level,
a rank of the vulnerable references, and other relevant infor-
mation. The compliance tool 102 can be configured to pro-
vide the report 112 in any type of format that is accessible by
a user, administrator, or operator of the compliance tool 102,
clients 104, and/or the server 108. For example, the compli-
ance tool 102 can be configured to create and output a graphi-
cal user interface (GUI) that comprises the report 112. Like-
wise, the compliance tool 102 can be configured to output the
report 112 in other formats, such as electronic mail (email),
Hyper Text Markup Language (HTML) document, text or
word processing document, and the like.

The compliance tool 102 can be configured to scan and test
a single website or web application associated with the server
108. Likewise, it should be appreciated that the compliance
tool 102 can be configured to scan and test multiple websites
or web applications, concurrently, for compliance with one or
more rules. In embodiments, the compliance tool 102 can be
configured to output the report 112 as a compilation of the
results of scanning and testing the multiple websites or web
applications for compliance with the one or more rules.

In embodiments, the compliance tool 102 can facilitate the
publication of content after the content is scanned and a
compliance of the content is determined. For instance, a web-
site or web application that is scanned can be published if the
references in the website or web application comply with the
rules of the compliance tool 102. In embodiments, the sys-
tems and methods can prevent the content from being pub-
lished if the content does not comply with the rules of the
compliance tool 102.

In embodiments, the compliance tool 102 can be config-
ured as an application program that is capable of being stored
on and executed by the computing systems of the environ-
ment 100. For example, the compliance tool 102 can be an
application program such as NeXpose™ from Rapid7, LLC.
The compliance tool 102 can be written in a variety of pro-
gramming languages, such as JAVA, C++, Python code,
Visual Basic, hypertext markup language (HTML), exten-
sible markup language (XML), and the like to accommodate
a variety of operating systems, computing system architec-
tures, etc.

In embodiments, as described herein, the compliance tool
102 can be implemented and executed on any of the comput-
ing systems of environment 100 in order to test and analyze
vulnerabilities associated with websites or web applications
hosted by the server 108. For example, in embodiments, the
systems and methods as described herein can be delivered as
a software as a service (SaaS) model whereby a provider can
license the systems and methods as described herein for use as
a service on demand implemented on local or remote
resources. For further example, the compliance tool 102 can
be implemented and executed on the server 108 that is being
tested. Likewise, the compliance tool 102 can access, or can
be implemented and executed on a remote server 114. In this
example, the compliance tool 102 can remotely test and ana-
lyze websites or web applications associated with the remote
server 114 via the network 106, as well as websites or web
applications hosted and served by the server 108. When con-
figured as an application program, the compliance tool 102
can be stored on any type of computer readable storage
medium, such as hard drives, optical storage, system memory,
and the like, of the computing systems of the environment
100.

FIG. 2 is a block diagram of an exemplary configuration of
the compliance tool 102. As illustrated, the compliance tool
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102 can comprise an interface module 204, a rules module
202, and a scan module 208. While FIG. 2 illustrates various
components of the compliance tool 102, one skilled in the art
will realize that existing components can be removed or addi-
tional components added.

In embodiments, the interface module 204 can be config-
ured to provide an interface to the compliance tool 102. The
interface module 204 can be configured to generate one or
more interfaces 210 that allow a user to initiate the compli-
ance tool 102, operate the compliance tool 102, and receive
information generated by the compliance tool 102, such as the
report 112. To achieve this, the interface module 204 can be
configured to include the necessary logic, commands,
instructions and routines to generate and communicate with
GUIs and/or command-line interfaces. Further, the interface
210 can enable a user, owner, or administrator to initiate,
interact with, and receive information from the compliance
tool 102, whether locally or remotely accessing the compli-
ance tool 102. The interface module 204 can be configured
include the necessary logic, commands, instructions and rou-
tines to receive and output information in any formats, such as
email, HTML document, text or word processing document,
and the like.

In embodiments, the interface module 204 can communi-
cate with the rules module 202 and the scan module 208. In
embodiments, the scan module 208 can be configured to
generate an enumerated list of references contained in a web-
site or web application hosted by, served by, or otherwise
associated with the server 108. To achieve this, the rules
module 202 can be configured to include the necessary logic,
commands, instructions and routines to scan the websites or
web applications in order to identify the references to the
network locations. In particular, the scan module 208 can be
configured to include the necessary logic, commands,
instructions and routines to search website or web application
data stored in the repository 110 and to retrieve the informa-
tion from the repository 110 in order to identity the references
to the network locations, compile the references, and provide
the references to the rules module 202.

In embodiments, the scan module 208 can automatically or
manually compile the enumerated list. In embodiments, the
scan module 208 can be a “crawler” that can traverse a web-
site or web application, a static source code analyzer that can
analyze source code of the website or web application, and/or
a binary code analyzer which can analyze compiled binary
code or bytecode of the website or web application. In
embodiments, the enumerated list can be generated by a
remote or external service, and the remotely generated enu-
merated list can be stored in a remote or external database. For
example, the enumerated list can be generated by an external
source or service that can search websites or web applications
such as, for example, Google. The scan module 208 or other
components of the compliance tool 102 can access the
remotely generated enumerated list from the database or
another source, or via an application programming interface
(API) of the external source.

In embodiments, the rules module 202 can be configured to
determine compliance of references contained in the enumer-
ated list with the one or more rules utilizing the process
described herein. In embodiments, the rules module 202 can
receive the enumerated list from the scan module 208. Fur-
ther, rules module 202 can be configured to include the nec-
essary logic, commands, instructions and routines to deter-
mine compliance of references in the enumerated list with
one or more rules of a rules table 206. The rules module 202
can be configured to provide a result of the compliance deter-
mination to the interface module 204, which can interface
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with the user of the compliance tool 102. In embodiments, the
interface module 204 can register any violations of the one or
more rules with the firewall 116 that can be implemented in
the repository 110. In embodiments, the rules module 202 can
initiate a baseline scan of a website or web application, and
can infer a whitelist policy based on the baseline scan. Fur-
ther, the rules module 202 can be configured to use the
inferred whitelist policy in determining the compliance of any
future scans of the website or web application.

In embodiments, the rules table 206 that can store the one
or more rules that can be used to determine whether the
references to the network locations are in compliance. In
embodiments, the rules table 206 can store associated
whitelists of approved URLs, domains, URL patterns, file
extensions, file types, and the like, threat levels associated
with the data in the whitelists, as well as a list of one or more
approved certificate authorities.

In embodiments, as illustrated in F1G. 2, the interface mod-
ule 204, the rules module 202, and the scan module 208 can be
implemented in a single application program capable of
executing on the computing systems of environment 100.
Likewise, interface module 204, the rules module 202, and
the scan module 208 can be implemented as separate appli-
cation programs that are capable of executing on separate
computing systems of the environment 100. Additionally, the
interface module 204 can be configured to communicate with
multiple rules modules 202 and scan modules 208.

FIG. 3 illustrates an exemplary GUI 300 for displaying the
report 112. The GUI 300 can be a GUI utilized to communi-
cate with the compliance tool 102 in order to control the
compliance tool 102 and receive the report 112. As illustrated,
the GUI 300 can display the report 112. The report 112 can be
configured as a table that comprises a column 305 for dis-
playing an identification of known approved references. In
embodiments, the references in column 305 can be links
detected from website or web application data that comply
with the rules of the compliance tool 102. The report 112 can
further comprise a column 310 for displaying an identifica-
tion of unapproved references, vulnerable references, or any
references that do not comply with the rules of the compliance
tool 102. In embodiments, the references in column 310 can
be links on a website or web application that do not appear on
an approved list or whitelist of approved sites as stored in the
compliance tool 102. The identifications and references dis-
played in the columns 305, 310 can further comprise a link
that allows the user to retrieve more information about the
approved or unapproved references, such as, for example,
more information stored in the compliance tool 102.

The report 112 can further comprise a column 315 that
identifies a severity of the vulnerable references of column
310. For example, the severity of the vulnerable references
can be low, moderate, or high. In embodiments, the compli-
ance tool 102 can determine the severity of the vulnerable
references based on historical data, empirical data, research
data, or other data stored in the compliance tool 102, the
repository 110, or in other entities. In embodiments, the
greater the severity of the vulnerable references, the greater
the risk to a user accessing the corresponding location. The
report 112 can further comprise a column 320 that allows a
user or viewer of the report 112 to deem a vulnerable refer-
ence displayed in column 310 as complying with one or more
of the rules of the compliance tool 102. In embodiments, a
user can add a vulnerable reference of column 310 to a
whitelist of approved network locations. For example, as
shown in FIG. 3, a user can add the reference www.four-
square.com that appears in column 310 to a whitelist of
approve network locations by selecting a checkbox corre-
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sponding to the reference and selecting a submit 325 button.
In embodiments, the ability to add a reference to the whitelist
can be based on an authorization level of the user of the report
112. For example, only administrators or owners of a website
or web application may be able to add a reference to the
whitelist. It should be appreciated that the report 112 as
shown in FIG. 3 is merely exemplary and that other embodi-
ments of the report 112 with associated options and display
items are envisioned.

As discussed herein, the compliance tool 102 can be con-
figured to test and analyze vulnerabilities in websites or web
applications hosted by a server. FIG. 4 is a flow diagram that
illustrates an exemplary process by which compliance tool
102 can test and analyze vulnerabilities in websites or web
applications hosted by the server 108. In 402, the process can
begin.

In 404, the compliance tool 102 can receive a request to
scan data associated with a website or web application on the
server 108 for references to non-complying network loca-
tions. In embodiments, the request can be received locally or
remotely from an owner, operator, or a user of the website or
web application. In further embodiments, the website or web
application to be scanned can be hosted by the server 108. In
406, the scan module 208 associated with compliance tool
102 can scan the data associated with the website or web
application for indications of references to network locations,
and generate an enumerated list of references. In embodi-
ments, the data to be scanned can comprise any data associ-
ated with the website or web application, and the indications
of the references can be URLs, embeds, domains, URL pat-
terns, file extensions, file types, and/or combinations thereof
that can be contained in the website or web application data.

In 408, the compliance tool 102 can determine if the ref-
erences to the network locations comply with one or more
rules of the compliance tool 102. In embodiments, as detailed
herein, the one or more rules of the rules table 206 can
comprise compliance with a whitelist of approved URLs,
domains, embeds, URL patterns, file extensions, file types,
and the like. In further embodiments, as detailed herein, the
one or more rules can comprise compliance with a possession
of a security key signed by an approved certificate authority.
It should be appreciated that other compliance rules of the
compliance tool 102 are contemplated. In 410, the compli-
ance tool 102 can compile a report indicating whether the
references comply with the one or more rules of the compli-
ance tool 102. In embodiments, the report can comprise a
listing of references that comply with the one or more rules as
well as references that do not comply with the one or more
rules. In further embodiments, a user or viewer of the report
can select non-complying references to be added to an
approved list or whitelist.

In 412, the compliance tool 102 can output the report to an
operator of the server 108. In embodiments, the report can be
output to any individual, business, or other entity associated
with the original request. In further embodiments, the output
can be via the GUI 300, email, printer, fax, and/or any other
data communication or output method.

In 414, the process can end, return to any point or repeat.

FIG. 5 illustrates an exemplary block diagram of a com-
puting system 500 which can be implemented on the clients
104 and/or the server 108 according to various embodiments.
In embodiments, the compliance tool 102 and/or the compo-
nents thereof such as the scan module 208 can be stored and
executed on the computing system 500 in order to perform the
processes described above. Likewise, the compliance tool
102 and/or the components of the compliance tool 102 can be
stored and executed remotely and can be configured to com-
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municate with the computing system 500 in order to perform
the process described above. While FIG. 5 illustrates various
components of the computing system 500, one skilled in the
art will realize that existing components can be removed or
additional components can be added.

As shown in FIG. 5, the computing system 500 can include
one or more processors, such as processor 502 that can pro-
vide an execution platform for embodiments of the compli-
ance tool 102. Commands and data from the processor 502
are communicated over a communication bus 504. The com-
puting system 500 can also include a main memory 506, for
example, one or more computer readable storage media such
as a Random Access Memory (RAM), where the compliance
tool 102 and other application programs, such as an operating
system (OS) can be executed during runtime, and can include
a secondary memory 508. The secondary memory 508 can
include, for example, one or more computer readable storage
media or devices such as a hard disk drive 510 and/or a
removable storage drive 512, representing a floppy diskette
drive, a magnetic tape drive, a compact disk drive, etc., where
a copy of a application program embodiment for the compli-
ance tool 102 can be stored. The removable storage drive 512
reads from and/or writes to a removable storage unit 514 in a
well-known manner. The computing system 500 can also
include a network interface 516 in order to connect with the
network 106.

In embodiments, a user can interface with the computing
system 500 and operate the compliance tool 102 with a key-
board 518, a mouse 520, and a display 522. To provide infor-
mation from the computing system 500 and data from the
compliance tool 102, such as the report 112, the computing
system 500 can include a display adapter 524. The display
adapter 524 can interface with the communication bus 504
and the display 522. The display adapter 524 can receive
display data from the processor 502 and convert the display
data into display commands for the display 522.

Certain embodiments may be performed as a computer
application or program. The computer program may exist in a
variety of forms both active and inactive. For example, the
computer program can exist as software program(s) com-
prised of program instructions in source code, object code,
executable code or other formats; firmware program(s); or
hardware description language (HDL) files. Any of the above
can be embodied on a computer readable medium, which
include computer readable storage devices and media, and
signals, in compressed or uncompressed form. Exemplary
computer readable storage devices and media include con-
ventional computer system RAM (random access memory),
ROM (read-only memory), EPROM (erasable, program-
mable ROM), EEPROM (electrically erasable, program-
mable ROM), and magnetic or optical disks or tapes. Exem-
plary computer readable signals, whether modulated using a
carrier or not, are signals that a computer system hosting or
running the present teachings can be configured to access,
including signals downloaded through the Internet or other
networks. Concrete examples of the foregoing include distri-
bution of executable software program(s) of the computer
program on a CD-ROM or via Internet download. In a sense,
the Internet itself, as an abstract entity, is a computer readable
medium. The same is true of computer networks in general.

While the teachings has been described with reference to
the exemplary embodiments thereof, those skilled in the art
will be able to make various modifications to the described
embodiments without departing from the true spirit and
scope. The terms and descriptions used herein are set forth by
way of illustration only and are not meant as limitations. In
particular, although the method has been described by
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examples, the steps of the method may be performed in a
different order than illustrated or simultaneously. Further-
more, to the extent that the terms “including”, “includes”,
“having”, “has”, “with”, or variants thereof are used in either
the detailed description and the claims, such terms are
intended to be inclusive in a manner similar to the term
“comprising.” As used herein, the term “one or more of” with
respect to a listing of items such as, for example, A and B,
means A alone, B alone, or A and B. Those skilled in the art
will recognize that these and other variations are possible
within the spirit and scope as defined in the following claims
and their equivalents.

What is claimed is:
1. A method of determining compliance of content in a
website or web application, the method comprising:
receiving a request to scan a website or a web application
comprising a reference to a network location, wherein
the request is received from a responsible entity of the
website or web application;
scanning the website or the web application;
identifying, by a processor, the reference to the network
location based on scanning the website or the web appli-
cation;
determining that the reference to the network location is
not contained in a list of approved references to network
locations;
determining whether the reference to the network location
complies with rules, wherein the rules comprises a com-
pliance with valid domains, a compliance with valid
universal resource locators (URLs), compliance with
valid JavaScript links, compliance with valid URL pat-
terns, compliance with valid file extensions, compliance
with valid file types, possession of signed security keys
from an approved certificate authority, and at least one
rule based on a hierarchical structure within an entity;
scanning content of the network location accessible via the
reference;
determining, based on the scan of the content, whether the
network location includes malicious content, the mali-
cious content comprising at least one of spyware, mal-
ware, or a virus;
in response to the network location including malicious
content:
reporting, to the responsible entity of the website or that
web application, that the reference to the network
location is associated with malicious content; and
in response to the network location not including malicious
content:
adding the reference to the network location to the list of
approved references to network locations.
2. The method of claim 1, the method further comprising:
providing a report indentifying that that the network loca-
tion does not include malicious content, wherein provid-
ing the report comprises displaying the report in a
graphical user interface (GUI).
3. The method of claim 1, the method further comprising:
receiving, prior to adding the reference, a request to add the
reference to the network location to the list of approved
references to network locations.
4. The method of claim 1, the method further comprising:
analyzing the content of the network location that is acces-
sible via the reference;
determining, based on the analyzing, that the network loca-
tion includes malicious content; and
removing the reference to the network location from the
website or web application.
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5. The method of claim 1, the method further comprising:

analyzing the content of the network location that is acces-

sible via the reference;

determining, based on the analyzing, that the network loca-

tion includes malicious content; and

removing the reference to the network location from the list

of approved references to network locations.

6. The method of claim 1, the method further comprising:

publishing the website or web application if the reference

to the network location complies with the one or more
approval rules.

7. The method of claim 1, wherein scanning the website or
the web application comprises traversing the website or web
application, analyzing source code of the website or web
application, or analyzing compiled binary code or bytecode
of the website or web application.

8. The method of claim 1, the method further comprising:

retrieving the content of the network location.

9. A non-transitory computer readable storage medium
embodying instructions for causing a processor to perform a
method comprising:

receiving a request to scan a website or a web application

comprising a reference to a network location, wherein
the request is received from a responsible entity of the
website or web application;

scanning the website or the web application;

identifying, by a processor, the reference to the network

location based on scanning the website or the web appli-
cation;

determining that the reference to the network location is

not contained in a list of approved references to network
locations;
determining whether the reference to the network location
complies with rules, wherein the rules comprises a com-
pliance with valid domains, a compliance with valid
universal resource locators (URLs), compliance with
valid JavaScript links, compliance with valid URL pat-
terns, compliance with valid file extensions, compliance
with valid file types, possession of signed security keys
from an approved certificate authority, and at least one
rule based on a hierarchical structure within an entity;

scanning content of the network location accessible via the
reference;

determining, based on the scan of the content, whether the

network location includes malicious content, the mali-
cious content comprising at least one of spyware, mal-
ware, or a virus;

in response to the network location including malicious

content:

reporting, to the responsible entity of the website or that
web application, that the reference to the network
location is associated with malicious content; and

in response to the network location not including malicious

content:
adding the reference to the network location to the list of
approved references to network locations.

10. The non-transitory computer readable storage medium
of claim 9, the method further comprising:

providing a report identifying that the network location

does not include malicious content, wherein providing
the report comprises displaying the report in a graphical
user interface (GUI).

11. The non-transitory computer readable storage medium
of claim 9, the method further comprising:

receiving, prior to adding the reference, a request to add the

reference to the network location to the list of approved
references to network locations.
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12. The non-transitory computer readable storage medium
of claim 9, the method further comprising:

analyzing the content of the network location that is acces-

sible via the reference;

determining, based on the analyzing, that the network loca-

tion includes malicious content; and

removing the reference to the network location from the

website or web application.

13. The non-transitory computer readable storage medium
of claim 9, the method further comprising:

publishing the website or web application if the reference

to the network location complies with the one or more
approval rules.

14. The non-transitory computer readable storage medium
of'claim 9, wherein scanning the website or the web applica-
tion comprises traversing the website or web application,
analyzing source code of the website or web application, or
analyzing compiled binary code or bytecode of the website or
web application.

15. The non-transitory computer readable storage medium
of claim 9, the method further comprising:

retrieving the content of the network location.

16. A system for determining compliance of content in a
website or web application, comprising:

a processor; and

a computer readable storage medium coupled to the pro-

cessor and comprising instructions for causing the pro-

cessor to perform a method comprising:

receiving a request to scan a website or a web application
comprising a reference to a network location, wherein
the request is received from a responsible entity of the
website or web application;

scanning the website or the web application;

identifying, by the processor, the reference to the net-
work location based on scanning the website or the
web application;

determining that the reference to the network location is
not contained in a list of approved references to net-
work locations;

determining whether the reference to the network loca-
tion complies with rules, wherein the rules comprises
a compliance with valid domains, a compliance with
valid universal resource locators (URLs), compliance
with valid JavaScript links, compliance with valid
URL patterns, compliance with valid file extensions,
compliance with valid file types, possession of signed
security keys from an approved certificate authority,
and at least one rule based on a hierarchical structure
within an entity;

scanning content of the network location accessible via
the reference;

determining, based on the scan of the content, whether
the network location includes malicious content, the
malicious content comprising at least one of spyware,
malware, or a virus;

in response to the network location including malicious

content:

reporting, to the responsible entity of the website or that
web application, that the reference to the network
location is associated with malicious content; and

in response to the network location not including malicious

content:
adding the reference to the network location to the list of
approved references to network locations.
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17. The system of claim 16, the method further comprising:

providing a report identifying that the network location
does not include malicious content, wherein providing
the report comprises displaying the report in a graphical
user interface (GUI).

18. The system of claim 16, the method further comprising:

receiving, prior to adding the reference, a request to add the

reference to the network location to the list of approved
references to network locations.

19. The system of claim 16, the method further comprising:

analyzing the content of the network location that is acces-

sible via the reference;

determining, based on the analyzing, that the network loca-

tion includes malicious content; and

removing the reference to the network location from the

website or web application.

20. The system of claim 16, the method further comprising:

publishing the website or web application if the reference

to the network location complies with one or more
approval rules.

21. The system of claim 16, wherein scanning the website
or the web application comprises traversing the website or
web application, analyzing source code of the website or web
application, or analyzing compiled binary code or bytecode
of the website or web application.

22.The system of claim 16, the method further comprising:

retrieving the content of the network location.
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